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MOJIUTHKA
rocy1apCcTBEeHHOr0 KaseHHoro yupexienus Baagumupcekoii obnacru «Oraen
COLHAJILHOM 3aIHThI Hace/1eHHs no Kupaxauckomy paiiony» (najee — Yupemxaenus)
B OTHOIIEHHH 00PabOTKH NepPCOHANbHBIX JAHHBIX

1. Tepmunbl H onpeaeneHns

Ilepconansueie nanusie (I1/{H) - modas uHopMaLKs, OTHOCAIIAACH K TIPIMO HIIH
KOCBEHHO ONpEIEeIEHHOMY MIIH orpenensieMoMy (pusuaeckomy nuny (cyonvexty ITIH).

Onepatop - rocyapcTBEHHBIH OpraH, MyHHLMIAIBHEIH OpraH, PUARYECKOe WIIN
(pu3uyecKoe NUL0, CAMOCTOATENIBHO HITH COBMECTHO C IPYTHMU JIMLAMM OPraHU3YIOLINE U
(umm) ocymectsisome obpaborky IlJ[H, a Takke onpepensromme mend obpaboTku
[11n, cocras I1/lH, moanexamux oOpaborke, nelcTBus (omepain), cCOBEpIIAEMBIE C
IT]H.

Obpaborka T1/[a- moboe nelicTBue (omepanus) WIM COBOKYNHOCThL JEHCTBMI
(omepauMi), COBEpLIAEMBIX C MCIONb30BAHHEM CpEJCTB AaBTOMATH3allMH WIH 0e3
UCHoNb30BaHua Takux cpeacts ¢ [l/ln, Brioudas cOop, 3anuchk, CHCTEMaTH3ALMIO,
HaKOIJIEHHEe, XpaHeHHWe, yTo4HeHHe (OOHOBIeHWe, H3MEHEeHHe), H3BIIeUeHHE,
MCIOJIb30BaHKUE, nepeaavy (pactpocTpanenue, IpeaocTaBleHune, JocTyn),
obe3nuyuBanue, OJIOKUpOBaHUE, yaaneHue, yauutoxenue [1]]x.

AproMarusupoBaHHas obpaborka [T/l - obpaborka ITJIHC MOMOIIBK CpeNCTB
BBIYUCITHTENILHON TeXHUKH.

Pacnipoctpanenue IIJIH - pjedicTBus, HanpaBneHHble Ha packpbitue [1)In
HEeONpeeIeHHOMY KPYyTY JTHIL.
Ilpepocrasnenne TIJJH - JelicTBus, HanpaBieHHble Ha packpbithe [1/{n

OIpe/Ie/IEeHHOMY JTUILY WIIH ONpe/ieIeHHOMY KpYTY JIHII.
bnokuposanue [1/1n - BpemenHoe npexpanieare odpadorku [1)[H(3a uckmouennem
ciy4daes, ecsin oOpaborka Heobxomuma st yrounesus 1/1m).

Yuuuroxenue [1/10 - neficTBus, B pe3yjibrate KOTOPbIX CTAHOBHTCH HEBO3MOYMKHBIM
BoccTaHoBUTH conepxkanue I1{us MUCIIAn u (MK) B pe3ysibTate KOTOPBIX YHHUTOXKAIOTCS
MaTepHuajbHble HocuTenu [1/1H.

O6esnuuuBanue [1Jln - neiicTBus, B pesyibrare KOTOPBIX CTAHOBHUTCH
HEBO3MOJKHBIM  0€3 HCIIONIL30BAaHUS  JIOMOJIHUTENbHON HH(OPMAIIMKM  ONpeesuTh
npuHaiexHocTs [1JlH koHkpeTHOMY cyOBekTy [1/1H.

HMugpopmanuonnas cucrema nepcoHanbHbiXx HaHHBIX (MCIIJIH) - COBOKYITHOCTE
cogepxammxcs B 0Oazax ganHeix [IJlH u  obecneumBarommx wux o06paboTky
HH(OPMAIHOHHBIX TeXHOJIOIHH U TEXHHYECKHX CPEeJICTB.

Tpancrpanuunas nepenava I1/ln - nepenaua [1/lH Ha TeppHUTOPHIO MHOCTPAHHOIO
rocyaiapcTsa OpraHy BJIaCTH MHOCTPAaHHOI'O IocyAapcTBa, HMHOCTPAHHOMY (H3HYECKOMY
JIUILY WA HHOCTPAHHOMY FOPHAHYECKOMY JIHILY.



[S%]

2. HasnaveHue u npaBoBasi OCHOBA JOKYMEHTA

[lonuTHKa rocylapcTBEHHOTO Ka3eHHOro ydpesxaeHwmss Brnagumupckoil o6yactu
«Otzgen couManbHONW 3amuThl HaceneHHs 1o Kupikauckomy paiiony» (manee —
YupexieHne) onpesenser CHCTEMY B3IJsI0B Ha npobiemy obecriedeHusi 6€30MacHOCTH
[T[In u npexncraBnsger coboil cHCTEMATH3UPOBAHHOE M3JI0KEHHE LIeJiell | 3a1ay 3ailuThl,
KaK OJHO WJIM HECKOJIBKO IIpaBuWJl, NPOLENYP, NMPaKTUUYEeCKUX NMPHEMOB U PYKOBOSLIUX
NPHHLKIOB B 001acTH MHPOPMaUMOHHOK Ge30MacHOCTH, KOTOPBIMH PYKOBOACTBYETCS
YupexieHuss B CBOEH [eATeIbHOCTH, a4 TakKe OCHOBHBIX IPHHLIMIIOB [OCTPOEHHS,
OpraHM3allMOHHBIX, TEXHOIOTHYeCKMX M [pOLEIYPHBIX AacrlekToB o0ecrneyeHHs
oezomacuocti [1/1H.

3akoHonartenbHOM ocHOBOM Hactosiedl [lomutukm  sBustores KoHceTuTynms
Poccuiickoli @enepauuu, I'paxnanckuit u TpynoBoit konaexkcel, PenepaibHblil 3aK0H OT
27.07.2006 Ne 152-®3 «O mnepcoHanbHBIX HOaHHBIX», DenepanbHblii 3akoH PO oT
27.07.2004 Ne 79-®3 «O rocynapcTBeHHON rpakaaHcKoil ciyx6e»,DeepaibHbiii 3aK0H
P® ot 02.05.2006 Ne 59-®3 «O mnopsiaike paccMoTpeHus ofparieHud rpakaan POy,
Menepanbubiii 3akoH PO or 17.07.1999 Ne 178-®3 «O rocymapcTBEHHON CONMATBHOIN
MOMOLIM»,3aKOHbI,  YKa3bl, [IOCTAHOBIEHMs, JPYrd€ HOPMATHBHbIE JIOKYMEHTHI
JielcTBYOIEro 3akoHoaaTenscTBa Poceniickoit @enepanuu, gokymentst ®CTOK u ®Ch
Poccum.

HcnonbzoBanue nanHoi IlonuTHKM B KadecTBe OCHOBBI IS MOCTPOEHMS
KOMIIJIEKCHOM cHcTeMbl HH(popMauuoHHOH OesonacHoctd [1/lH Yupexnenus: no3soaut
ONTUMM3MPOBATE 3aTPaThl HA €€ MOCTPOEHHUE.

Ilpu paspaborke [IOAUTHKM YYUTHIBAIMCH OCHOBHBIE MPHUHIMIIEI CO3/IaHUsS
KOMILICKCHBIX cHCTeM obecrieyeHus Oe30macHOCTH HMH(OPMALMH, XapakTePHCTHKH W
BO3MOXKHOCTH OpPraHM3alMOHHO-TEXHUYECKHX METOJ0B M COBPEMEHHBIX almapaTHo-
MPOrpaMMHBIX  CpeJCTB  3alllUThl W  NPOTHBOJEHCTBUS yrpo3aM  0e30MacHOCTH
MH(OPMALIHH.

Ocnopuble nonoxenuss ITonutukn GasMpyIOTCs HA Ka4eCTBEHHOM OCMBICICHMH
BOIIPOCOB 0€30MacHOCTH HH(OPMALHKM H He 3aTpardBaioT BOMPOCOB 3KOHOMHHYECKOrO
(KOJIM4ECTBEHHOI0) aHallu3a PUCKOB M 00OCHOBAHMS HEOOXOMMMBIX 3aTpaT Ha 3aIIUTY
MH(pOpMaLnK.

3. OcHoBHbIMH o0bekTamu cHcrembl Gesonacuoetn IIn B TKY OC3H no
Kup:kauckomy paiiony siBisilores:

- MH(pOPMAIHOHHBIE PECYPChI C OrPAHMYEHHBIM J0CTYNIOM, coepxarue [1)IH;

- npoueccel  obpaborku I1Jae  WUCII[H VYupexnenus, UHDOPMALUOHHBIE
TEXHOJIOTMH, periiaMeHTbl H Mpouenypsl cbopa, o0pabOTKH, XpaHeHHs M Mepeiaydu
HH(OpMallWM, nepcoHan pa3pabOTYMKOB M MOJb30Bareneil CHCTEMBI W ee
00CITYKMBAFOILIHI IePCOHAT;

- uHpopManMoHHas HHPPACTPYKTypa, BKIKOHAONIAS CHCTEMbl 00paboTKH W
aHann3a HHPOPMALKMH, TEXHHYECKHE U NPOrpaMMHBIE CPe/CTBa ee 00paboTKH, nepeaaun
H OTOOpajKeHHs, B TOM YHCIIe KaHaIbl HHPOPMALIMOHHOTO OOMeHa W TeleKOMMYHUKALHH,
CHCTEMBI H CPEACTBA 3alIMThl MH(OPMALMH, OOBEKTBI M IIOMELIEHMS, B KOTOPBIX
pacmofioXKeHbl TeXHHYecKue cpejicTBa obpaborku [1/1H.



4. Hurepeckl 3aTparuBaeMbix cyObeKTOB HHPOPMAUHOHHLIX OTHOIIEHHI

CybObexkramu uH(OpPMaLMOHHBIX OTHOIIEHHMI TpH oOecneyenun GezonacHocty [1]/1H
YupexaeHus sBJISIOTCA:

- Yupexenue, kak cOOCTBEHHHK HH(OPMALHOHHEIX PECYPCOB;

- PYKOBOJCTBO U COTPYIHUKH YUpexKIeHHUS, B COOTBETCTBUU C BO3JIONKEHHBIMH Ha
HUX QYHKLIHAMH;

- (HU3NYeCKHe JTHLIA, He SBJISIOIMECH COTPYAHUKAMHU YupexKIeHus, HO HMEIOIIMMH
C HAM OTHOIEeHHS B chepe COIHATBHOM 3allUThl HACeIEHHS.

[TepeunicienHbie cyObeKTbl WH(MOPMALMOHHBIX OTHOLIEHWH 3aMHTEPECOBaHbl B
obecrnieueHHUH:

- CBOEBpPEMEHHOro JocTyna K HeobxoaumeiM uM [1/IH(MX HoCcTYynHOCTH);

- JOCTOBEPHOCTH (TIOTHOTBI, TOYHOCTH, a1€KBaTHOCTH, LiejocTHOCTH ) T1/1H;

- KoH(pMIOeHIHATBHOCTH (coxpaHeHus B Taine) [1/1H;

- 3alUTHI OT HABA3BIBAHUS MM JIOKHBIX (HEOCTOBEPHBIX, HCKaueHHbIX) [1/[H;

- pasrpaHM4eHHS OTBETCTBEHHOCTH 3a HapylIeHHs WX MpaB (MHTEPECOB) H
YyCTaHOBJIEHHBIX NpaBui obpatienus ¢ [1/1H;

- BO3MOJKHOCTH OCYIIECTBIEHHS HENpPepbhIBHOIO KOHTPOJS M YIpPaBIeHHs
npoueccamu ob6padoTku u mepenayu [1/1H;

- s3amuTel [1/IH OT HE3aKOHHOrO pacnpoCcTpaHeHHS.

4.1.11e1n 32U THI

OCHOBHOI LENbIO, HA JOCTHIKEHHWE KOTOPOH HampaBiIeHbl BCE IOJIOKEHHs
Hacrose [lomuTku, sBiAsfeTcs 3amMdTa CYOBEKTOB HH(OPMALHOHHBIX OTHOLIEHHH
YupexaeHus OT BO3MOYKHOTO HaHECeHHS UM MaTepHallbHOTO0, (PU3HYECKOro, MOPalbHOTO
WJIH WHOTO yiiepda, 1MmocpejiCTBOM CIIYHalHOro WJIM IpeJHaMepeHHOro BO3JEHCTBHS Ha
[1/1H, uX HOCHTENH, Ipoliecckl 06paboTKK U nepeiauy,

VkazaHHas 1elb JOCTUraeTcs I[OCPEeACTBOM oOOecledeHuss W TMOCTOSHHOIO
nojaepxanus caeayromux cpoiers [1)[x:

- JIOCTYITHOCTH JJIs JieraJbHBIX 10JIb30BaTeNnel (yeToHuMBOro (pyHKIMOHHPOBAHHS
HH(QOPMAIIHOHHEIX CHCTEM  YUPEKJEHHs, NpPH KOTOPOM IOJb30BaTeld  HMEIOT
BO3MOXKHOCTh moyiyuyeHusi HeoOxomumbix IIJIHp pesynbTaToB pellieHMs 3aaa4  3a
MpHUeMIIeMOe JUIsl HUX BpeMs);

- [EJIOCTHOCTH W ayTeHTHYHOCTH (noaTeepskjieHue asropctsa) [1/1H, XpaHUMBIX |
obpabGaTeiBaeMbIX B HH(OPMAIMOHHBIX CHUCTEMax YUpEekK/JIEeHHS H IepelaBaeMoH 110
KaHallaM CBSI3H;

- KOHMIEHIMAIBLHOCTH - COXpaHeHHs B TaiiHe onpenenenHoi wuactu [1/IH,
XpaHUMBIX, 0OpabaTblBaeMbIX U MepeaBaeMbIX 0 KaHajaam CBsI3H.

HeobxouMblii YpOBEHb JOCTYITHOCTH, LIEIOCTHOCTH U KoH(uaeHuHaibHocTH [/
obecrnieurBaeTcss COOTBETCTBYIOLUMMH MHOXECTBY 3HAYMMBIX YIrpo3 MeToaamMud H
CpelcTBaMHU.

4.2.0cHoBHbIE 3a1a4H cHcTeMbl o0ecneyennn 6ezonacuoctr I/l

J1nst HoCTHIKEeHHsl OCHOBHO#M I1eJ1M 3alMThl 1 obecrievyenns ykasaHHbIX cBoicTsB [1)IH
cuctema obecrniedeHus HMHGOpPMAIHOHHONW  Oe3onmacHOCTH  YupeKIeHus  JI0JDKHA
obecrnieunBath 3QQeKTHBHOE pellieHHe CIeYIOIIHX 3a/1a4:



- CBOEBPEMEHHOE BBISBJIEHHE, OLEHKA W TNPOrHO3HPOBAHHE HCTOYHHKOB YIpos3
HHOOPMALHOHHOH 0e30MacHOCTH, NMPHYHH M YCIOBHH, CMOCOOCTBYIOIIMX HAHECEHHIO
yuiepba 3auHTepecOBaHHBIM CyOBeKTaM HH(POPMALMOHHBIX OTHOINEHHH, HAPYILEHHIO
HOPMaJILHOTO (PYHKIIMOHHPOBAHUS HH(MOPMAILMOHHBIX CHCTEM Y UpeKIeHH s,

- CO3/laHMe MEeXaHW3Ma OIepaTHBHOIO pearupoBaHMs Ha YIrpo3bl 0OE30MacHOCTH
MH(OPMAIIMKM U HEraTUBHBIE TEHIIEHIIUH;

- CO3[IaHHe YCJIOBHM I8 MUHUMM3ALMKM M JOKalW3alMM HAHOCHMOro yiiepba
HEIPABOMEPHBIMH  NEHCTBUAMH  (PM3MYECKMX W IOPHOHYECKHMX JHI, ochabieHnue
HEraTHBHOIO BJMSAHWSA W JMKBHIALMSA TOCJIEJCTBHH HapylieHHs 0e30macHOCTH
UH(pOPMALIHH;

- 3allMTY OT BMELIAaTe/JbCTBA B MPONECC (YHKLUHOHUPOBAHUS HHMOPMAaIHOHHBIX
CUCTEM TMOCTOPOHHHMX ML (JOCTYN K WH(MOPMAIMOHHBIM pecypcam JIOMKHbI HWMETh
TOJILKO 3aperdCTPUPOBAHHBIE B YCTAHOBJIEHHOM MOPSI/IKE MOJIE30BATENH ),

- pasrpaHdyYeHHe J0CTylla MoJib3oBareieil K HWHGQOPMAIMOHHBIM, alllapaTHbIM,
MpOrpaMMHBIM W HHBIM pecypcaMm YdpexIeHHs (BO3MOXKHOCTH JIOCTYIIAa TOJBKO K TEM
pecypcaM H BBINIOJHEHHS TOJNBKO TeX ONEpaluid ¢ HUMM, KOTOpble HEOOXOIHMBI
KOHKPETHBIM T10JIb30BaTEIIAIM I BBITIOJIHEHHS CBOUX CIIYKeOHbIX 00513aHHOCTEIH ), TO €CTh
3allMTY OT HECAHKLIMOHHPOBAHHOI'O JI0CTYIA;

- obecneuenune ayTeHTHOUKALHK noJjs30Barenei, Y4acTBYIOLIMX B
uH(pOopMaLMoHHOM oOMeHe (MOATBepIKAEHHE MOMIUHHOCTH OTIIPABUTENS M IOJIydaTels
HH(pOpMAIIUH );

- 3alIMTY OT HECaHKIMOHMPOBAHHON  MOAM(UKALMKM  HCHOJIB3YEMBIX B
MH(MOPMALMOHHBIX CHCTeMax YuUpe)KIeHHs NPOrpaMMHBIX CPEICTB, a TAKKe 3alluTy
CHCTEMBl OT BHEIAPEHHS HECAHKLIMOHUPOBAHHBLIX IPOTPaMM, BKJIOYAs KOMITBIOTEPHEIE
BUPYCBI;

- 3alMTy MHGOPMALIMK OrPAaHMYEHHOTO [M0Jb30BAHHS OT YTEUKH 110 TEXHHYECKUM
KaHajaM npH ee obpaboTke, XpaHEeHHH U Tepeaave Mo KaHajaaM CBA3H.

4.3.0cHOBHBIE MYTH pellieHHs! 32124 CHCTEMbI 3aLIHTI

[locTaBneHHble OCHOBHBIE IIeTH 3allUThl W pellieHHe MepeYrciIeHHbIX BhIlle 3a/ay
JTOCTUTAIOTCS:

- CTPOTHM YYETOM BCEX IMOJIekKAIIMX 3alUTE pecypcoB HHPOPMALIMOHHBIX CHCTEM
Yupesknenus  (MHQOpMalMH, 3aj1a4, JOKYMEHTOB, KaHAJOB CBSI3H, CEpPBEPOB,
aBTOMAaTU3HPOBAHHBIX padOYUX MecT);

- JKYpHaJlMpOBaHWEM JEHCTBHH IE€pPCOHAA, OCYLLECTBIAIOMIEro 00CIy)KHBaHHE W
MOJU(PHUKALUIO IPOrPaAMMHBIX H TEXHUYECKHX CPEeACTB HHPOPMALIMOHHBIX CHCTEM;

- TMOJIHOTOH, peajbHOH BBINMOIHMMOCTBIO U HENPOTHBOPEUYMUBOCTBIO TpeOoBaHHiA
OpraHH3allMOHHO-PACTIOPAMTENIbHBIX  JIOKYMEHTOB  YUpek/ieHuss 10  BOIpocam
obecnieyeHus 6€30MaCHOCTH HH(OPMALIHH;

- MOATOTOBKOH  JO/DKHOCTHBIX  JIML  (COTPYAHMKOB), OTBETCTBEHHBIX 34
OpraHM3alMi0 M OCYILECTBIEHHE [PAKTUYECKHUX MEpONpHusTHi Mo obecrneveHuIo
besonacnoctu I1/[Hu mpoueccoB ux 00paboOTKH;

- HaJelleHHEeM Ka)K[10I0 COTPYJHHKA (M0JIb30BaTENs) MUHHMAJIBHO HEOOXOIHMBIMH
JUIs BBITIOJTHEHUS] UM CBOMX (PYHKLIMOHANBHBIX 005S3aHHOCTEH MOTHOMOYHSIMM [10 JIOCTYITY
K MH(OPMAIIMOHHEIM pecypcam Y upeIeHH s,



- YeTKMM 3HAHHEM MW CTPOrMM COOMIIOJIEHHMEM BCEMH  TIOJB30BaTE/IAIMH
UH(pOPMaIHOHHBIX CHCTEM YupexieHus TpeboBaHu OpraHu3allHOHHO-
pacMOPAMTEIbHBIX JIOKYMEHTOB I10 BolpocaM obecrieueHus Ge30nacHOCTH HH(OPMALIMH;

- NepCOHATBHOM OTBETCTBEHHOCTBIO 3a CBOM JCHCTBHS Ka)10ro COTpyAHHWKA, B
paMKax CBOMX ()YHKIMOHAJIBHBIX 00S3aHHOCTEH MMEIOIIEro JOCTYIN K HH(pOPMALMOHHBIM
pecypcaM YupeskaeHHS,

- HeNnpephBHBEIM  TOAZEpXKaHHEeM  HeoOXOJMMOro  YPOBHs  3alLMUIEHHOCTH
27eMEeHTOB HHPOPMALMOHHON Cpellbl;

- npuMeHeHHeM (U3MYECKHX M TeXHHYECKHX (IIPOrpaMMHO-AIMapaTHbIX) CPeICTB
3aQIIATE  PECYPCOB CHCTEMbl W HETpPEepHIBHOH aJMMHHUCTPATUBHOH MNOJJEPKKOH HX
MCTIONb30BAHUS,

- 3 eKTUBHBIM KOHTpOJIeM HaJl cobmoiIeHHEM MOJIb30BATEISIMH
nH(OPMALIMOHHBIX pecypcoB TpeboBaHuit 110 obecriedennio 6e30MacHOCTH HHPOPMALIUH;

- JOpMIMYECKOH 3alllTOH MHTEpecoB YHUpexeHWs [pH B3aHMOJICHCTBHH C
BHEIIHMMY OpraHu3aluaMu (cBs3aHHOM ¢ oOMeHoM T1JIH) OT NPOTHBONpPABHBIX AEHCTBHH,
KaK CcO CTOPOHBl 3TMX OpraHM3allMii, TaK H OT HECAHKIMOHMPOBAHHBIX JEHCTBUH
obcy)KMBalOIIEro nepcoHalna U TpPEThbUX JIMIL.

5. Mocrpoenne cucremsl, obecneyenns Oesonacnocru M0 Yupexaenns, u ee
(GYHKUHOHHPOBAHHE NONKHbLI OCYHIECTBJSATHCH B COOTBETCTBHH CO CJIEIYIOUIAMH
OCHOBHBLIMH NPHHIHIIAMH:

5.1.3akoHHOCTH

[lpeanonaraer OCyLIECTBIEHHE 3aLIMTHLIX MEPONPUATHHA U paspabOTKy CHCTEMbI
6e3onacHoctd I1/H YupekaeHus B COOTBETCTBHH C JIEHCTBYIOIINM 3aKOHOATEIbCTBOM B
obnacti 3amatel [1J[H, a Takxke APYrMX 3aKOHOJATelbHBIX AKTOB MO 0e30MacHOCTH
uupopmanuu P®, ¢ NpUMEHEHHEM BceX J03BOJIEHHBIX METOOB OOHapyXeHHs H
npecevueHHs npasoHapyuenuii npu pabote ¢ I1J{n. INpunsateie mepsl GesonacHoetu T1]1H
He  JIOJDKHBl  TIPENSATCTBOBATH  JOCTYIYy  TPABOOXPAHUTENIbHBLIX ~ OPraHoB B
MpeayCMOTPEHHBIX 3aKOHOAATEIbCTBOM CllyHasX.

Bce monpzoBatenu MCTI/IH D0/DKHB MMETh NpejcTaBieHiHe 00 OTBeTCTBEHHOCTH
3a nipaBoHapyiueHus B obnactu o6paborku I1/1H.

5.2.CucTeMHOCTD

CucTeMHBIH MOAXO0/ K MOCTPOEHHIO CHCTEMBI 3alUThl HH(OpMALIMK B YUPEKICHUH
[pejnoaaraeT y4eT BCeX B3aMMOCBA3aHHBIX, B3aMMOJIEHCTBYIOLINX U H3MEHAIOIIMXCS BO
BpEMEHM DJIEMEHTOB, YCIOBUH M (PAKTOpOB, 3HAYUMBIX JUIS TOHWMAHUA U PEIICHUS
npob6uaemsr obecnievenus 6ezonacHoctu [1]1H.

[Ipu co3maHMM CHCTEMBI 3alATHI JODKHBI YYHTBIBATHCA BCe ciabble W Haubonee
yszeumble Mecta MUCII/[H, a Takke XapakTep, BO3MOXHbIE O0OBEKThl W HAMPaB/ICHUs ATaK
Ha Hee CO CTOPOHBI HApYLIUTENIeH.

CucTeMa 3aluThl JOJDKHA CTPOUTBCS ¢ YHETOM HE TOJIBKO BCEX M3BECTHBIX KaHAJIOB
TPOHUKHOBEHHUsST W HECAHKIHOHHPOBAHHOrO AOCTYNa K HH(OpPMALHMU, HO W C Y4ETOM
BO3MOKHOCTH TIOSIBJICHHMS HOBBIX MyTel peanusainy yrpo3 06e30nacHOCTH.



5.3.KomniexkcHoern

KomnnekcHoe ucnoss3oBaHue METONOB M CPEJICTB 3aLHThI KOMITBIOTEPHBIX CUCTEM
[IpearonaraeT CorinacoBaHHOE MPHMEHEHHE Pa3sHOPOJHBIX CPEJACTB NPH IOCTPOCHHM
IeTTOCTHOH CHCTEMBI 3allMTHI, IEPEKPLIBAIOLIEH BCE CyIleCTBEHHbIE (3HAUMMBbIE) KaHAIbI
peanM3allid YIpo3 U He cojepkalleid ciabblx MeCcT Ha CThIKAX OTAENbHBIX ee
KOMIIOHEHTOB. 3aliuTa JO/KHA CTPOMTHCS JILeNOHMpOBaHO. BHelHss 3amura 10mKHA
obecneunBaThCs (PU3HYECKHMMHU CPeICTBAMHI, OPraHU3alMOHHBIMHA H MPaBOBBIMH MEPaMH.

S.4.HenpepbIBHOCTD 3ANIHTHI

Obecneyenne OGesomacHoctH [1[JH- mpouecc, oCyIIECTBISEMBIH PYKOBOICTBOM
Yupesx/ieHHs, OTBETCTBEHHBIMH 3a opraHuzaiuio odpaborku I1JIH U coTpyHHKaMK Beex
YPOBHEH. DJTO He TONBKO M HE CTOJNBKO [IPOLEAypa MM MOJIMTHKA, KOTOpas
OCYUIECTBISETCS B ONPeIeNIeHHbIH 0TPE30K BPEMEHU MIIM COBOKYITHOCTE CPEJICTB 3alllUThl,
CKOJIbKO TIPOLIECC, KOTOPbIH JOJ/KEH MOCTOSHHO MATH Ha BCEX YPOBHAX BHYTpH
Yupek[eHus W KakAblH COTPYIHHK [O/DKeH NPHHUMATh YYacTHE B 3TOM MpOLecce.
HesirensHocTs 1o obecneyeHH0 HHOOPMALMOHHON Ge30MacHOCTH SBJSIETCS COCTABHOM
4acThiO MoBceJHeBHON JearenbHocTH ['KY Vupexnenus. U ee adpdextuBHoCcTh 3aBHCHT
OT y4acTusi pyKOBOJCTBA YUpekKaeHHs B obecrniedeHHH WH(OpMalmoHHO# Ge3onacHoCTH
IT]1H.

Kpome Toro, ¢pusnyeckuM U TEXHHYECKHM CPEACTBaM 3alluThl 1S 3¢ dheKTHBHOro
BHIMOMHCHUS ~ CBOMX  (yHKUMH  HeoOXoJMMa  TIOCTOSHHAS  OPraHM3alMOHHAs
(amMHHHCTpAaTHBHAs) TOAAEPKKA (CBOEBpEMEHHas cMeHa M obecredeHHe MPaBHIILHOO
XpaHCHHs W TPUMEHEHHs WMEH, Mapoliel, MepeonpeieieHde MOTHOMOYMH M T.I.).
[lepepbiBbl B paboTte cpejcTB 3alUTHI MOTYT OBITh HCIIOIB30BAHEI 3J10YMBIIUTEHHHKAMHU
IUISE aHANIK3a NPUMEHAEMBIX METOJIOB H CPEIACTB 3alllMThl, 1/ BHEAPEHHS CHELMAlbHBIX
NPOrpaMMHBIX M amapaTHeIX "3aK1afloK" U APYTHX CPEeCTB MPEOJI0IEHHs 3aIUThI.

5.5.CroeBpeMeHHOCTH

[Ipeanonaraer ynpexpaatomuii xapaktep mep obecnedenus 6esonacHoctu I1/1a, To
€CTh NMOCTAHOBKY 3aja4 o KoMiuiekcHol 3aumre I1)In u peanusamuio mep obecriedenms
OesonacHocTy I1]IH Ha paHHMX cTaamsIx pa3paboTKu HHOOPMALMOHHBIX CHCTEM B LIEJIOM H
MX CHUCTEM 3aIIUTHI, B YaCTHOCTH.

PaszpaboTka cucTeMbl 3allUTH JIODKHA BECTHCh NMAapajjieNbHO ¢ pa3paboTKol u
pa3sBUTHEM CaMHX 3allMIIAEMbIX HHQOPMALMOHHBIX CHCTEM. JTO TMO3BOIMT YYECTh
TpeboBaHus Ge30MacHOCTH NPH MPOEKTHPOBAHMH APXHTEKTYphl M, B KOHEUHOM cuyeTe,
cosnark Gosee 3dpexTUBHBIE (Kak M0 3aTpaTaM PecypcoB, Tak U MO CTOHKOCTH) CHCTEMBI,
obnanarolue 1OCTaTOYHBIM YPOBHEM 3allHIIIEHHOCTH.

S.6.I1peeMcTBEHHOCTH H COBEPHIEHCTBOBAHHE

llpeanonaraer nocTosiHHOE COBEPIIEHCTBOBAHHE MEp W CpelcTB 3amuTel [1)[H Ha
OCHOBE IIPEEMCTBEHHOCTH OpraHM3allHOHHBIX H TEXHHYECKHX pelleHHi, KaJpoBOoro
cocrasa, aHanu3za ¢ynkuuonupoBanus VCIT{an Vupexienus ¥ cHCTEMBI MX 3alLUTHI C
YUYE€TOM H3MEHEHHH B MeToJax M CpelcTBaxX nepexBara HHMOPMALMH, HOPMATHBHBIX
TpeDOoBaHUKM M0 3aiMTe, AOCTHIHYTOrO OTEYECTBEHHOIO M 3apy0e:KHOro OmnbITa B TOM
obnactwu.



5.7.Pazymuasi 10CTATOMHOCTE (IKOHOMHYECKas Leaecoodpa3HOCTh)

[lpennonaraer cooTBeTCTBHE YpOBHA 3arpaT Ha obecriedenue OeszonacHoctH [1/1H
[EHHOCTH HWH(MOPMALIMOHHBIX PECYpcOB M BeJIMYHHE BO3MOXKHOIo yuepda or ux
pasrialleHus, yTpaThl, YT€YKH, YHHYTOKEHHA H HCKaxkeHHs. Kcnomb3yeMmblie Mepbl W
cpenacTBa obecrieyeHus1 6€30MaCHOCTH WH(OPMALIMOHHBIX PECYPCOB He OJKHBI 3aMETHO
YXYJALIaTh 3proHoMuYeckre rnokazatesd padortel komnoHeHToB MCII/IH Yupexnenus.
Mznuiaue mepsl 6€30macHOCTH, TOMHUMO dKOHOMHYECKOH Hed(peKTUBHOCTH, MPUBOIAT
K YTOMJIEHHIO H pa3ipakeHHI0 NepcoHana.

Coszate abCONMIOTHO  HENPEOJONIMMYK) CHCTEMY  3alllMThl  MPHHIMIHAIBHO
Hero3moxHO. IToka I1/n HaxonaTcs B oOpallleHHH, IPHHUMAEMbIE MEpbl MOI'YT TOJIBKO
CHH3HTh BEPOSITHOCTh HEraTMBHBIX BO3/IEHCTBHA MM yuepd OT HUX, HO He MCKITKOYHTh MX
noJsHocTeio. [IpH 10ocTaToOYHOM KOIHYeCTBEe BPEMEHH H CPeICTB BO3MOJKHO ITPEO/IOJIETh
mobyro 3amuty. [lodTOoMy HMeeT cMbIC paccMaTpUBaTh HEKOTOPBIH IpHEMIIEMbIH
ypoBeHb oOecniedenusi Oe3onacHocTH. BvicokoadgexTHBHas cHcTeMa 3allMThl CTOMUT
JIOpOTO, MCTONB3yeT Mpu paboTe CYILIECTBEHHYIO YacTh PECYpCcoOB M MOXKET CO3/1aBaTh
OUILYTHMBIE JIOTIOJIHUTENBHBIE HeynoOCTBa molsib3oBaTtensM. BaxHo npaBuibHO BeIOpaTh
TOT JOCTAaTOYHBIH YPOBEHb 3alMTHI, IPH KOTOPOM 3aTpPaThl, PUCK H pasMep BO3IMOMKHOTO
yiiepda Ob11H 661 MPHEMIIEMBIMH.

5.8.IlepconajibHasi OTBETCTBEHHOCTH

[Ipeanonaraer BO3JI0KEHUE OTBETCTBEHHOCTH 3a obecneuyenue OezonacHoct [1]IH
M cUCTeMbl MX 00paboTKH Ha KaXJ0ro COTpyAHHMKAa B Ipelelax ero rnojHomMouui. B
COOTBETCTBMM C 3THM NPHHLMIIOM paclipejlelieHHe npasB U 0083aHHOCTEH COTPY/HUKOB
CTPOMTCS TaKuM 00pazoM, 4TOObI B ciiydae JOOOro HapylleHuss Kpyr BUHOBHUKOB ObLI
4YeTKO U3BECTEH WJIU CBeJIeH K MUHUMYMY.

5.9.MuHHMH3aLHSA TOJTHOMOYHH

Osnadaer npeaocTaBleHHEe IIONIb30BaTeNAM MHHHMMAIBHBIX TIpaB J0OCTyna B
COOTBETCTBMM co ciayxkeOHoii  Heobxomaumoctwio. J[loctyn k IIJJH  posmked
NPeA0CTaBIATHECA TONBKO B TOM Cllydae ¥ o6beme, ecii 3TO HeOOXOMMO COTPYAHUKY ISt
BBIMOJIHEHHS €r0 JI0JDKHOCTHBIX 0053aHHOCTEH.

5.10.Acknoyenne koHINKTa HHTepecoB (pa3aenenne QyHKUHI)

OddexTuBHas  cucrema  oOecriedeHus — MH(OPMALMOHHON  Oe30macHOCTH
npeanoiaraeT 4eTkoe paszesieHue 00si3aHHOCTEH COTPYAHUKOB M MCKIIIOYEHHUE CHTYallHH,
Korga cdepa OTBETCTBEHHOCTH COTPYOHHKOB JAOmMyckaeT KOH(QIMKT uHTepecoB. Cdepsl
NOTEHIHANIBHBIX KOH(JIMKTOB AOXKHBI BbIABIATHCA, MHHUMH3HPOBATHCS, M HaXOIHUTCH
MO CTPOTMM He3aBUCHMBIM KOHTponeM. Peanusanus JaHHOrO IMPHHLMIA NPeIoiaraer,
YTO He OJIMH COTPYIHHK He JO/HKEH UMETh MOJHOMOYU, NO3BOMSIOMIMX €My €IHHOJIWYHO
OCYIIECTBJIATh  BBINOJHEHHE  KPUTHYHBIX onepauuil. Hajgenenuwe  coTpynHHKOB
NOJIHOMOYHAMH, [OPONKJAIOWUAMHA KOH(MIUKT HHTEpPecoB, HaeT €My BO3MOXKHOCTh
MOATACOBBIBATH HH(POPMAIMIO B KOPBICTHBIX 1IEISAX MK C T€M, YTOObI CKPLITh IIPOOIEeMBbI
WIH ToHeceHHble YOBITKH. [ns cHukeHms pucka manunynuposanus [1JlH u pucka
XHUIEHMS, TAKWe T[OJHOMOYMS [O/DKHBI B MAaKCHMAJIbHO BO3MOXKHOH CcTenmeHu ObITh
pasjieJieHbl MEXJY Ppa3jUYHbIMH COTPYAHMKAMM WIIH [OJpa3feeHusMH YupexxIeHuns.
HeoOx0MMO MpOBOAMTE MEPHOTMYECKHE MPOBEpPKH obsa3aHHOCTel, GQyHKUMH U
NEeATENLHOCTH COTPYAHHKOB, BBITIOMHSIONIMX KIOUeBble (DYHKIHH, C TEM, YTOOBI OHU He



MMeJId BO3MOJKHOCTH CKpBIBATh COBEpILEHHE HenpaBoMepHbIX neiicTBuii. Kpome toro,
HeoOXO0MMO TNPHUHHMATL ClEelHANbHble Mepbl [0 HENONYIIEHHWIO CroBopa Mexay
COTPYIHUKAMH.

5.11. B3aumogelicTBHe H COTPYAHHYECTBO

[Tpennonaraer cosaanue OnarolpUsITHOH aTMOc(hepsl B KOJUIEKTHBE Y UpeKICHUs.
B Takoii oOcTaHOBKE COTPYAHHMKHM JIOJIZKHBI OCO3HAHHO CcOOMOAATH YCTAHOBJIEHHBIE
MpaBUJIa B OKa3bIBATh COCHCTBUE IS TEIBHOCTH OTBETCTBEHHOrO 3a 00paborky [1/1H.

PykoBoscTBo VYupexkJeHHs HeceT OTBETCTBEHHOCTh 3a CTporoe cobioaeHne
ITUYECKUX HOPM M CTaHAapTOB [pO(ecCHOHAIbBHON JIeATeIbHOCTH, NOAYEPKUBAIOLIEH H
JEMOHCTPUpPYIOLLIEH  MepcoHaly Ha BCEX  YPOBHAX  BaXkHOCTh  oDecrnieveHwus
uH(popmallMOHHOH Oe3ornacHoCTH YupexJeHus. Bece coTpy HUKH YupexKJaeHHs J10JIKHbI
NMOHUMATh CBOIO pOJIb B mpoliecce obecrnedenuss HHMOPMALMOHHON Oe30MacHOCTH |
NpUHUMATh ydacTHe B 3TOM Ipoiecce. HecmoTps Ha TO, 4TO BBICOKas KyJbTypa
obecneveHnss WHQOpPMAITMOHHONW ©0e30MacHOCTH He TrapaHTHpyeT aBTOMAaTHYECKOIo
NIOCTH)KEHHUSI IieJieid, ee OTCYTCTBME co3faeT OoJblle BO3MOXKHOCTEH ISl HapylIeHHS
GeszonacHoCcTH Wik He oOHapyKeHust (aKTOB ee HapyLIeHHS.

5.12. I'nbkocTh CHCTEMbl 3ALHTBI

Cucrema obecrieyenuss HH(pOpMaHOHHON Oe30macHOCTH J0MKHA ObITH criocobHa
pearMpoBaTh HAa U3MEHEHWsi BHEIIHEH cpejibl U YCIOBWH ocyllecTBIeHHs Y4upekIeHHeM
CBOEH JIeATENbHOCTH. B YMC/10 TAKUX W3MEHEeHUH BXOJAT!

- W3MEHEHHs OpraHU3aIllHOHHOM M IITATHOM CTPYKTYPhbl YUpeKIAeHuUS;

- W3MEHEHHe CYIISCTBYIOLIMX HJIH  BHEJpeHHe [PUHLMUIIHAIBHO  HOBBIX

HH(OPMAaLIMOHHBIX CUCTEM;

- HOBBIC TEXHHYECKHE CPE/ICTBA.

CsoiictBo rubkoct cHcTeMBl obecreueHus HHQopManMoHHOH 6e3omacHOCTH
u30aBISeT B TAKMX CHTyallMsX OT HeOOXOAMMOCTH IMPUHATHA KapAWHAJbHBIX MEp IO
[MOJIHOM 3aMeHe CpeNCTB W METOJOB 3alllUThl HAa HOBBIE, YTO CHWKaeT ee oduLyro
CTOMMOCTb.

5.13. OTkpbITOCTL AJITOPHTMOB H MEXaHH3MOB 3a1UHTHI

CyTh NpHUHLIAIIA OTKPBITOCTH aITOPUTMOB M MEXaHH3MOB 3allUThl COCTOMT B TOM,
4TO 3allliTa He JOJKHA 00ecrnedrMBaThCsi TOJLKO 33 CYET CEKPETHOCTH CTPYKTYPHOH
OpraHM3alMi W ANTOPUTMOB (PYHKLMOHHPOBAHHUS €€ IOACHCTEM. 3HaHHE AIrOPUTMOB
paboTHl CHCTEMBI 3alMTHl He JOJIKHO [aBaTh BO3MOKHOCTH €€ TpeojoJieHMs (aake
aBTopaM). JTo, OIHAKO, He 03Ha4daeT, 4To MHpopmalus o6 MCHONB3yeMbIX CHCTEMax U
MeXaHW3Max 3allUThl J0DKHA OBITE 001Ie10CTYTHA.

5.14. IlpocroTa npuMeHEeHHd CPeICTB 3alllHThI

MexaHu3MBbl ¥ METO/Ibl 3alUThI JI0JIKHbI OBITh HHTYHTHBHO MMOHATHBI M IIPOCTHI B
HCIIOJIb30BaHUU. [IpUMeHeHe CPeICTB W METO0B 3allUThl HE JO0JKHO OBITh CBA3aHO CO
3HAHMEM CHELUMAIbHBIX S3bIKOB WM C BBIIOTHEHHeM JeHcTBHH, Tpebyrommx
3HAYHTEbHBIX JOTIONTHUTENbHBIX TpyA03aTpar 1pH 00BbIYHOI pabote



3aPETHCTPHPOBAHHBIX HOHBSOBETEJTEﬁ, d TaK¥XKE HE MOJIDKHO Tp&ﬁOBaTb OT IMOJIB30BATEA
BBINIOJITHEHHA PYTHHHBIX MaJIOIIOHATHBIX EMY onepauﬁﬁ.

5.15. OGocHOBaHHOCTH H TEXHHYECKAs peajin3yeMocThb

HMudopmalinoHHble TEXHOIOTHH, TEXHHYECKHE U NPOrpaMMHbIe CPeJICTBA, CPe/ICTBA
W Mephbl 3auTel [1/IH 101KHBI OBITE peanu30BaHbl HA COBPEMEHHOM YPOBHE pPazBUTHS
HayKH M TEeXHUKH, OOOCHOBaHBI C TOYKH 3pEHHMS JOCTHIKEHMS 3aJlaHHOTO YPOBHs
GezonacHocTH HHGOPMAIIMU U DKOHOMHYECKOH 11eecoo0pa3sHOCTH, a TakkKe JOJIKHBI
COOTBETCTBOBATH YCTAHOBJIEHHBIM HOpMaM M TpebosauusM 1o be3onacHocTH [1/1H.

5.16. Cnenuain3anns 1 npogeccHOHATH3M

[Ipennonaraer mpuBieueHHe K pa3paboTKe CPeACTB M pealu3allid Mep 3allUThl
[T/ln cneuuanu3MpoBaHHBIX OpraHus3auuii, Haubosee MOArOTOBIEHHBIX K KOHKPETHOMY
BUIY JEeATeNbHOCTH Mo o0ecneyeHnio ©0e30MacHOCTH WH(OPMALHOHHBIX pPecypcoB,
MMEIOIMX OMNbIT NpakTHYecKod paboThl M TOCYIapCTBEHHYIO JIMIEH3WIO Ha MpPaBo
OKa3aHWs YCIyr B 3TOH obnactu. Peanu3auus agMHUHUCTPATHBHBIX MepP M IKCILTyaTallys
CPe/ICTB 3alllMThl JOJIKHA OCYILIECTBISATBCS NPOohecCHOHANbHO IOArOTOBIEHHBIMH
creunanucramMu JlemaprameHTa(OTBETCTBEHHBIX 3a opraHu3anuio odpadorku [1/1H).

5.17. Ob6s3aTe/IbHOCTHL KOHTPOJIA

[pennonaraer 00s3aTeNbHOCTE M CBOCBPEMEHHOCTh BBISBICHHMS M MPECEUSHMS
MOMBITOK HapyLIeHWs] YCTAHOBIEHHBIX IpaBujl, obecriedenus Oeszomacuoctu I1/IH, Ha
OCHOBE HCTIONIb3YeMbIX CHCTeM M cpejcTB 3amuThl [1/[H, Npu coBepieHCTBOBAHUH
KpPUTEPHEB U METOMOB OLIEHKH (D (HEeKTUBHOCTH ITHX CHCTEM U CPEJICTB.

KoHTposb 32 AeATeNbHOCTBIO MH000r0 NMoiab30BaTesis, KakA0ro CpecTBa 3alluThl |
B OTHOUIEHWH JIF000T0 00bEKTA 3aIHUTHI TOJDKEH OCYIIECTBIATHCS HA OCHOBE MPUMEHEHHSI
CpeJICTB OMNEPaTHBHOTO KOHTPOJII W pPETHCTPallMd W JIOJDKEH OXBaThiBaTh Kak
HeCcaHKIIMOHHPOBAHHEIE, TaK U CAHKIIUOHUPOBAHHEIE NeHCTBUS MOJIb30BaTENE}.

Kpome toro, a¢dextuBHas cucrema obecriedenns nHGpopManoHHoi be3onacHocTH
TpebyeT HanuuMs ajeKBaTHOH M BceoObemmolieH MH(pOPMAIMH O TEKYIIEM COCTOSHHMH
NpPOLIECCOB, CBA3aHHBIX ¢ JBHXKeHHeM WHMOpMALUK H CBeleHHWH o cobioaeHuu
YCTAHOBIICHHBIX HOPMATHBHBIX TpeOOBaHW, a TaKKe JOMNOJHUTENbHOW WH(OpMalnu,
UMeEIOLeH OTHOIIeHHEe K MpHHATHIO pemeHui. Mudopmauusa nomkHa ObITH HaAeKHOMH,
CBOEBPEMEHHOM, JOCTYIMHOM H MPaBHIbHO 0()OPMIICHHOM,

Henocrarku cucreMsl obecneveHuss HHGOPMAIIMOHHOH Ge30MacHOCTH, BbISBICHHbIE
COTpYOHMKaMH  YUpeXIOeHHUs JOKHbBI HEeMEIJIEHHO JIOBOAUTHCS IO  CBeEHHs
pykoBoauTens Y4pexJeHUs M ONepaTHBHO YCTPaHATHCA. Bompockl, KOTOpble KaxyTcs
He3HaYMTeNbHBIMU, KOTJIa OT/ENbHbIE MPOLECChl pacCMaTPUBAIOTCS W30IMPOBAHHO, NPH
pacCMOTPEHHHM MX Hapsijy C JPYIrMMH ACMeKTaMH MOTYT YKa3aTh Ha OTpHLIATe/bHbIe
TEHJIEHIWH, TpO3siillie MepPepacTd B KPYNHBIE HEJOCTATKH, €ClIM OHU He OyayT
CBOEBPEMEHHO YCTpPaHEeHBI.

6. Mepsbl obecnieuenuss HHGoOpMaHOHHOH O€30NMACHOCTH
Bce mepsl obecrieuenus 6ezonacHoct UCITAn Yupexnenus noapasnenstorcs Ha:
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6.1. 3akonoaare/ibHblie (IPpaBOBbIe) MepPbl 3ALHTHI

K npaBoBbeIM Mepam 3alIATEI OTHOCATCS JENCTBYIOLIME B CTPaHE 3aKOHBI, YKa3bl K
HOPMaTHBHEIE aKThl, perjaMeHTHpylolne npasuia obpaiienus ¢ [1/In, 3akperuisiomue
nmpaBa M O00A3aHHOCTH YYAaCTHMKOB HH(MOPMALMOHHBIX OTHOLICHHH B MPOLECCE HX
00paboTKH W HCINONIb30BAaHHSA, a TaKKe YCTaHaBIMBAIOIIHE OTBETCTBEHHOCThL 3a
HapyleHus 3THX TpaBwil. [IpaBoBhie MEpbI 3allUThl HOCSAT B OCHOBHOM YIpPEK/IaroLMii,
npohuIakTHYeCKUii xapakrep M TpeOYIOT MOCTOSIHHOM pa3bsCHUTENbHOW paboThl ¢
MoJIb30BaTeIIMH B obcmyxuBaronmM nepcornanom MCIIAn YupexaeHus.

6.2. MopaibHO-2THYECKHE MepPhbl 3aIHTHI

K MopallbHO-3THYECKMM MepaM OTHOCATCS HOPMbI I[IOBEJEHHS, KOTOpPBIe
TPAOAUIIMOHHO  CIOXHJIMCH WM CKIQJbIBAlOTCS [0  Mepe  paclpocTpaHeHHs
MH(POPMALHOHHBIX TEXHOJOIHH B obLIecTBe. DTH HOPMBI OOJIBIIEH YacTbIO HE SBIAHOTCS
00s3aTeIbHBIMH, KaK 3aKOHOJATE/IbHO YTBEpXKIEHHbIE HOPMAaTHBHBIC aKThl, OJHAKO, WX
HecoOIIoIeHHe MOXKET NMPHBECTH K MMaJeHHI0 aBTOPHTETA, NPECTHXKa 4YesOBEKa, IPyIilbl
nun Wik YupexaeHus B LelloM. MopaibHO-3THYeCKHe HOpPMbI OBIBAlOT Kak HemucaHble,
TaKk W MHCaHble, TO €CTb O(OPMJIEHHbIE B HEKOTOPLIH CBOJA (YyCTaB) MNpaBHIl HIIH
npeanucanuii. MopanrbHO-3THYECKHE Mepbl 3allUThl SBISIIOTCA NPOMUIAKTHYECKHMH H
TpeOyIOT NOCTOAHHOH padOThl MO CO3JAHHID 3/0POBOTO0 MOpPAJbHOIO KiMMara B
KOJIJIEKTUBE.

6.3. Texuosioru4ecKne Mepbl 3alHThI

K nanHOMY BH/Ty Mep 3aLlUThl OTHOCSATCS pa3HOro pojia TeXHOJIOrHYeCKHe pellieH s
M TpHeMbl, OCHOBaHHbIE HA MCIOJB30BAHHHM HEKOTOPBIX BHIOB H30bITOYHOCTH
(cTpyKTYpHOH, (QYHKIMOHAILHOH, MHGMOPMALMOHHON, BpeMEHHOH M T.OL) H
HarpaBieHHble Ha YMEHBIIEHHE BO3MOXHOCTH COBEPILUEHHWS COTPYJHHKaMH OUIIMOOK H
HapylleHHI B paMKax MpeaocTaBIeHHbIX UM IIPaB U ITOJIHOMOYHH.

6.4. OpranuzannonHble (AIMHHHCTPATHBHBIE) MEPBI 3aLHTHI

Opranu3aiioHHble  (aJIMMHHUCTPATHBHBIE) Mephl  3allUTEl - 3TO  MEphI
OpPraHHu3alHOHHOI0 XapakTepa, periaMeHTHpYIoUIHe mpouecchl (yHKIHOHHPOBAaHHS
cuctemel 00paboTku [T/, HCroNBE30BaHKe ee pecypcoB, AeATeNbHOCTE 00CTY/KHBAIOIIEro
nepcoHana, a Takke IOpSAJOK B3aHMMOJEHCTBHA IOJIh30BaTE/IEH € CHCTEMOH TakKuM
obpa3oM, 4ToObl B HauOONbIIEH CTENEHH 3aTPYAHUTh HIIH HCKIOYHTH BO3MOMKHOCTH
peayd3aliiy yrpo3 6e30macHOCTH WIIM CHU3UTh pa3Mep [OTEPh B ClIyYae UX pealln3aliiy.

6.5. @opMHpoBaHHe NOJHTHKH 0€301aCHOCTH

I'naBHas 1mens aJMMHMCTPATHBHBIX Mep, MpEeANpPHHUMAEMbIX Ha BbICLIEM
yIpaBlIeHYeckoM YypoBHe - chOpMHpOBaTH TMONMTHKY B oOmactu obecnedeHus
Oezonacnoctn I1/IH(oTpaxatourylo nomxoxel k 3ammre I[1Jl) u  obecrneuuts ee
BBIMIOJTHEHHE, BBIEIAS HE0OX0IMMBIE PeCypChl M KOHTPOJIUPYS COCTOSIHHE J1e]l.

C npakTHyecKoi TOYKH 3peHHs IMOJUTHKY B obnactu obecrneuyeHus: Ge30nacHoOCTH
[1/ln B YupexjeHus nenecoodpazno pa3duth Ha aBa ypoBHs. K BepxHEMY YPOBHIO
OTHOCSITCS PELICHMST PYKOBOJICTBA, 3aTParHBalolIue AeATellbHOCTE YUPEKICHHS B LIETOM.
[MonuTHKa BEPXHErO yPOBHS JONXKHA YeTKO OUEPTUTh Cepy BIHSIHUS M OrPAHUYEHUS 1P
onmpeneneHud  neneit  OesonmacHoctH  II[lH, ompenesnTh  KaKMMH  pecypcaMiu
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(MaTepuaibHble, CTPYKTYpHbIE, OpraHH3allHOHHbIe) OHH OyAyT JOCTHTHYTBI, M HaHTH
pasyMHBIH  KOMIPOMHCC ~ MEXKIAy  IIpHEMJIeMbIM  YpOBHeM  Oe30macHOCTH M
(hYHKIIMOHAIBHOCTBIO.

[TonuTHKa HWKHEro YpPOBHS, ONpejensierT MpOoLeaypbl, H TpaBuia JIOCTHXKEHHS
neneit u pemeHus 3anad OezomacHoct [1JlHM neranusupyer (periaMeHTHpYeT) 3TH
npaBUia:

- KaKOBbl POJIM W 00S3aHHOCTH JIOJDKHOCTHBIX JIMLI, OTBEYAOLIME 3a MpOBE[CHHE
nonuTHkH 6esonacHoctH [1/1H;

- KTo MMeer mpasa joctyna kK [1/IH, KTO ¥ MpH Kakux yCIOBHAX MOXET YUTaTh H
moauduumposats [11Hu 1.1,

- IlonuTHKa HHKHErO YPOBHS JOJDKHA!

- [peaycMaTPHBaTh periiaMeHT HHPOPMALMOHHBIX OTHOIICHWH, HMCKIIOHAIOLIHX
BO3MOXHOCTE [POU3BOJIBHBIX, MOHOTIOJBHBIX WJIM HECAHKUMOHMPOBAHHBIX NEHCTBUH B
OTHOIIIEHHH HH(POPMALIMOHHBIX PECYPCOB;

- OMNpeaeNsiTh KOATUIHOHHbIE U MePapPXHUYECKUE MPUHLIMITBI K METO/Ibl Pa3/Ie/eHHs
CeKpeToB H pa3rpaHnyeHus poctyna K [1/1H;

- BBIOMpATh MPOrpaMMHO-TEXHUYECKHE (anmapaTHbie) CPeICTBA MPOTHBOICHCTBHSA
HCJl, ayrentuduKaluy, aBTOPH3alLMM, HICHTHQHUKALKMK W JPYrMX  3allUTHBIX
MEXaHW3MOB, 00eCMNeYUBaIOIIMX TapaHTUH pealu3alldd [paB W  OTBETCTBEHHOCTH
cyObeKTOB HH(OPMAITMOHHBIX OTHOIIEHUH.

6.6. PernamenTauus 10CTYNA B NOMEUICHHSA

Komnonentst WCII[In VYupexmeHus JOKHBI pasMemarsCsi B IOMEIIEHHSIX,
HAXOMALMXCS T[OJ OXpaHoi wWid HaOmoAeHHeM, HCKIIOYaioliuM  BO3MONHOCTh
6eCKOHTPOJILHOrO MPOHUKHOBEHHS B MOMEILEHHs OCTOPOHHKUX JIHI H 00ecTeurBaroIum
(U3MUECKYIO COXPAaHHOCTh HAXONALIMXCS B IIOMELICHHH 3allUIIaeMbIX PecypcosB
(noxkymentoB, APM u T.n.). YOopka TakHX MOMEIIEHHH JIOIDKHA NPOWU3BOJMTBLCS B
NPUCYTCTBHH  OTBETCTBEHHOTO COTPYJAHMKA, 338 KOTOPBIM  3aKpEIUIeHbl  JaHHbIE
KOMIIOHEHTBI, ¢ COOJIOJEHHEM Mep, MCKIIOYAIOIIMX JOCTYIl IMOCTOPOHHMX JIMIL K
3alUIaeMbiM HHOPMaAHOHHBIM pecypcam.

Bce mMOCTOPOHHME JIMIA JIONMYCKAOTCS B IMOMEIIEHHS € KOMIOHEHTaMH
MHGOPMAI[MOHHON CHCTEMbI TOJIBKO B TIPUCYTCTBHHM COTPYAHUKOB Y UpexkIeHus.

[To okoHyaHud paboyero JHs, MOMELIEHHUs, B KOTOPBIX pasMelaloTcsi KOMIOHEHTEI
WUCIIa TKY VupexneHus, OOKHBI 3aludpaThCcs Ha KIOY, MO BO3MOXKHOCTH
OTnevaThiBaThC.

B ciydae ocHalieHHs NOMeLIeHWH Cpe/CTBaMM OXPaHHOH CHTHANM3allky, a Takxke
AaBTOMATH3UPOBAHHON CHCTEMOH TNpHEMa M PErMCTpalMd CUIHAJOB OT STUX CPEeJCTB,
MpUeM-cJlada TaKuX MOMEILEHHH MO/ 0XpaHy OCYLIECTBIIAETCS Ha OCHOBAHHMH CIIEIHAIBHO
pa3pabaTbIBaeMOi HHCTPYKIIHH.

6.7. Pernamentauus AONMYyCKAa COTPYAHHKOB K HCIOJIb30BAHHIO
HHpOpPMAHOHHBIX pecypcoB

B paMkax pa3pelldTeNbHOM CHCTeMBbl (MAaTPHIlB) AOCTyNa yCTaHABIHBACTCS: KTO,
KOMY, Kakylo HH(pOpMALHMIO M s KaKOro BHAA JOCTYNA MOMKET NpPeJOCTaBUTL H IPH
KaKHX YCIIOBUSIX.
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Homyck nons3osareneii k pabore ¢ MCIT/H YupexaeHus u J0CTyn K X pecypcam
JOJDKEH OBITh CTPOTO persiaMeHTHpoBaH. JIrobble W3MEHEeHHMs COCTaBa M IMOJHOMOYHIA
[oJIp30BaTeIeH MOJCHCTEM JI0JDKHBI TIPOU3BOIUTBLCS YCTAHOBIEHHBIM MOPSIIKOM.

YpoBeHb MOJHOMOYHE KaX[0ro I0/b30BATENs ONpPENesseTcsl MHAMBHIYAIbHO,
cobmonas cneayromnme TpedboBaHus:

- KaX[blil COTPYJIHHMK IMOJB3YeTCA TONBKO MpPEANUCAHHBIMH €My IMpaBaMH [0
orHowenuto K [IJ/IH, ¢ KoTopeiMH emy HeoOXxoauma paboTa B COOTBETCTBHH C
JOKHOCTHBIMH 00S3aHHOCTAMH. Pacimpenue npaB J0CTyna U NpefocTaBieHue J0CTymna
K JIOTIONHHTENIbHBIM HH(OPMALMOHHBIX pecypcaM, B 00S3aTellbHOM TOPSIKE, JOJIKHO
COIIacOBLIBATHCS ¢ OTBETCTBEHHBIM 3a opranusauuto obpaborku I1)1H;

- PYKOBOIHTE/Ib YUYpEXKIEHHs MMeeT MNpaBa Ha [POCMOTP HHAOpPMAIMH CBOHX
NOMYHHEHHBIX TOJBKO B YCTaHOBIEHHBIX T[pefeiax B COOTBETCTBHM CO CBOMMH
JIOJDKHOCTHBIMH 00513aHHOCTSAMM.

Bee corpynnuku Yupexaenus M oOCTyKMBAIOIIMHA NepcoHan, AOKHBI HECTH
NEepPCOHAIbHYI0 OTBETCTBEHHOCTh 33 HAPYIIEHHMA YCTAHOBJIEHHOTO Mopsaka ob6paboTku
ITJlH, npaBui XpaHeHHs, UCTIONB30BAHMS H [ePejaud HAXOAAMMXCS B UX PACTIOPSIKEHHUH
3allMILaeMbIX pecypcoB cucteMbl. Kax/pli coTpyiHuK (1pu npueMe Ha paboTy) JomkeH
MOAMNMUCHIBATE  00A3aTENBCTBO O COONIONEHHH M OTBETCTBEHHOCTH 3a HapylleHHe
YCTaHOB/IEHHBIX TpeboBanuii no coxpanenuto [1]1n Yupexnenus.

O6pabotka I1/laB xommnonenrax VCTI[lH YupexieHns N0KHA MPOU3BOIUTECS B
COOTBETCTBHH C YTBEPIKJIEHHBIMH TEXHOJOTMYECKHMMH HHCTPYKIIUSAMH.

6.8. Pernamenrauuss  npouneccoB  OOCAYKHBAHMS W OCYIIECTBJICHMS
MOAMPHKAUMH ANNAPATHBIX H NPOrPAMMHBIX PeCypcoB

B nemsix nopzepkanus pexuma HHQOPMALHOHHOW 6e30MacHOCTH anmapaTHO-
MporpaMMHas KOHQUIypauus aBTOMATH3MPOBAHHBIX pPabOYMX MECT COTPYIHHMKOB
YupexzieHnsi, ¢ KOTOPbIX BO3MOXEH JOCTYI K pecypcam HH(OPMAIHOHHOH CHCTEMB,
NOKHA  COOTBETCTBOBATH  KPYIYy  BO3JIOXKEHHBIX HA JI@HHBIX  [OJb3OBaTelei
(PyHKLMOHANBHBIX 00S3aHHOCTEI.

B kommoneHTax MH()OPMAILMOHHON CHCTEMEI H Ha pabOYHX MecTax Moip30BarTeseil
JOJDKHBI YCTAHABIMBATHCS H MCTIONB30BATLCS JIMLIEH3HOHHbIE MPOTPaMMHBIE CPEICTBA.

6.9. Obecneyenne H KOHTPO/Ib (PHIHYECKOH UETOCTHOCTH (HEM3IMEHHOCTH
KOH(pHIypalun) annapaTHbIX pecypcos

O6opynosanue HHPOPMAIMOHHBIX CHCTEM, WCIOAb3yeMOe Ul JOCTYna |
xpanenust [lJIH, k KkoTopoMy mocTynm oOCHy)XHBAIOIIEro MepcoHana B Ipoliecce
SKCITyaTalliu He TpebyeTcs, nocyie HanajJ0uHbIX, PEMOHTHBIX M MHBIX paboT, CBA3aHHBIX
€ JIOCTYINOM K €ro KOMIIOHEHTaM JOJDKHO 3aKPhIBATHCS.

6.10. IloaGop u moAroToBKa nepcoHasa, obyuenHe nMoab3oBaTe ek

[lonszosarenn UCTI/In Yupexmnenus, a Takxke pyKOBOJAIMI U 0OCTYKHBAIOLIHIA
nepcoHan JOKHBEI ObITh O3HAKOMIIEHBl €O CBOMM YPOBHEM IIOJIHOMOYMi, a Takie
OpraHM3allHOHHO-PACTIOPAAMTETbHON, HOPMATHBHOH, TEXHHYECKOH M IKCIUTyaTallHOHHON
JNOKYMEHTALMen, omnpefensiomiedi TpeboBanus u nopsuok obpaborkn I1/lx B
YupexaeHuu.

OGecnieyenne Oeszonachoctu I1JJH BO3MOXKHO TOJNBKO TOCHE BHIPaOOTKH Y
MoJb30BaTeNle ONpe/IeIeHHOM KYJbTYPhl pabOTBI, T.e. HOpPM, O00S3aTeNbHBIX /I
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HCIIOJTHEHUsI BceMH, KTo paboraeT ¢ MH(QOpPMALMOHHBIMH pecypcamu Yupexaenuns. K
TaKMM HOPMaM MOJKHO OTHECTH 3alpelleHue JI00bIX YMBILIICHHBIX MM HEeYMBIIIIEHHBIX
JEHCTBUIH, KOTOpble HApylIalT HOpMaibHyl paboty komnoneHtoB MCII/In
YupesxieHusl, BbI3bIBAIOT JOMOTHUTENbHBIE 3aTPaThl PECYpPCOB, HAPYIIAIOT LIEJOCTHOCTD
XpaHuMOii W oOpabaTbiBaeMoOif MH(pOpPMAlMH, HAPYIIAIOT HWHTEPEChl 3AKOHHBIX
MOJIb30BaTe/IeH, BIaenbleB UiIH COOCTBEHHUKOB.

Bce mnonw3oBarenn HWCII[In VYupexnenus nomkHbl OBITE 03HAKOMIEHBI C
OpraHM3alHOHHO - PaCMOPS/UTEIbHBIMH JOKYMeHTaMH 1o obecrniedeHuio 0e30nacHOCTH
[T VYupexnenus, B 4YacTH, HX Kacarouieics, JAO/KHBI 3HaTh M HEYKOCHHTEILHO
BBINOJIHATh MHCTPYKIIMM W 3HATH 0OIIMe O0s3aHHOCTH 10 obecreyeHHIo Oe30MacHOCTH
I11a. JoBenenue TpeOOBaHWI YKA3aHHBIX JIOKYMEHTOB JO JIML, JOMYLIEHHBIX K
obpaboTtke 3amuinaemsrx [1/1H, TomKHO OCYIIECTBAATLCA MOJ] POCIHCH.,

6.11. OTBeTcTBEHHOCTH 32  HAPYIIEHH#  YCTAHOBJIEHHOIO  NOPHAKA
NOJb30BAHUSA pecypcaMH HH(POPMALHOHHOH CHCTEMBI

Mepa OTBETCTBEHHOCTH MepcoHasla 3a [JeiCTBHs, COBEpLICHHbIE B HapylIeHHE
YCTaHOBJIEHHBIX MpaBuJ obecnevenus OezonacHoit pabotel ¢ [1/1H, nomkHa onpeaensaThes
HaHeCEHHBIM yIepOOM, HATMYHEM 3JI0I'0 YMBIC/IA U APYTHMH (PaKTOPaMHM 10 YCMOTPEHHIO
PYKOBOJICTBA Y UpexIeHH.

Jlng peanusaliid NPUHIMIIA TEPCOHAIBHOM OTBETCTBEHHOCTH MOJb30BaTENeH 3a
CBOH JeHCTBHS HEOOXOIUMBI:

- MHOUBWIyallbHas WAEHTH(MKALHS I10Jb30BaTelled W HHHUIHMHPOBAHHBIX WMMH
[MPOIECCOB, T.e. yCTAHOBJeHHe 3a HMMH MjaeHTH(ukaropa (login, Username), na Oaze
KOTOpOro OyJeT OCyleCTBIAATECS pa3rpaHH4YeHHe J0CTyNa B COOTBETCTBHH € MPHHIMIIOM
000CHOBAHHOCTH J1I0CTYNA,;

- MpoBepKa MOAIHHHOCTH TOIb30BaTeleit (ayTeHTH(HKaIMA) Ha OCHOBE MapoJiei;

- peakuusi Ha MOIBITKH HECAHKIMOHMPOBAHHOTO JOCTyNa (CHrHaIu3alus,
OJIOKHUPOBKA U T.1.).

6.12. Cpeacrsa obecneyenns 6esonacnocta IIn
Jlnsi obecnievenuss WHPOPMAIMOHHON Oe30MacHOCTH Y4peKIeHHs: HCIOIb3YIOTCs
CJIeYIOLIHE CPEeJICTBA 3aIlUTHI:

Duzuueckue cpedcmsa 3auumsl

du3MyecKWe Mephl 3alIMThl OCHOBaHbl Ha IMPUMEHEHHM pasHOro poja
MeXaHHYeCKHX, JIEKTPOHHBIX MWIIH IEKTPOHHO-MEXAHUYECKHX YCTPOHCTB U COOPYHKEHHH,
CrelHaNbHO MpeaHa3HAYeHHbIX A8 CO3[aHusa (DU3HYECKHUX MPENATCTBUH HA BO3MOKHBIX
OyTAX TPOHHKHOBEHHSA M JOCTyNa TNOTEHUMANbHBIX HapylIMTeNed K KOMIIOHEHTaM
cucteMbl M 3sammmiaeMbiM [IJIH, a TaKke TEXHHYECKUX CPEACTB BU3YAIbHOIO
HaboIeHus, CBSI3U U OXPaHHON CHrHATM3ALIUH.

Jlnsi obecnievenus u3nyeckoit 6esonacHoctr xomnonentoB UCII/H Heobxonumo
OCYIIECTBIATH PAJ OPraHU3alMOHHBIX M TEXHMYECKHX MEpOIPHATHH, BKIIOYAIOUIHX!
npoBepKy 0bopynoBanus, npeaHazHadennoro ans obpaborku [1]/1H, Ha:

- HallM4YKe CreNrallbHO BHEAPEHHbIX 3aK/IaJHbIX YCTPOUCTB;

- BBEJICHHE JIOTIOJHUTEJIbHBIX OrPaHMYEHHUH 10 JOCTYIly B IIOMEIICHHS,
npeaHa3HavYeHHbIe 1A XpaHeHHus U odpabotku [1/1H;
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- obopyznoBaHue cucTeM MHGPOpPMATH3ALNK YCTPOMCTBAMM 3allUThl OT cOoes
NMEKTPONUTAHHS U IOMEX B IMHUSIX CBS3H.

Texnuyeckue cpedcmea 3aujumeol

TexHuyeckue (anmapaTHO-IPOrpaMMHBIE) Mepbl  3alIMThl  OCHOBAaHBI  Ha
MCII0JIB30BAaHUM Pa3IMHYHBIX SJIEKTPOHHBIX YCTPOHCTB M CHELHalbHBIX [pOrpaMM M
BBITIOJIHAKOIIMX (CAMOCTOATE/NBHO HIIH B KOMIUIEKCE ¢ JPYIHMH CpelcTBaMH) (QYyHKIIHH
3aIIMTHI (MOIEHTH(DHUKALIMIO H ayTeHTU(UKALIMIO MOJIb30BaTeNel, pa3rpaHHyeHre J0CTya
K pecypcam, perucTpaluo coObITHil, Kpuntorpahuyeckoe 3aKkpeITHE HHGOPMAIMH H T.11.).

C yueroMm Bcex TpeboBaHHit M mpUHUMIOB obecrieyenus OezonacHoctd TTJIH 1o
BCEM HAIPABIEHUAM 3alWThl B COCTAB CUCTEMbI 3alUTHI JOJKHBI OBITH BKJIIOYEHEI
CJIe/IyIOIHE CPEICTRA:

- CpelcTBa pasrpaHHYeHus A0CTyNa K AaHHbIM;

- CpeJCTBa PEerucTpaluy A0CTyNa K KOMIOHEHTAM HUH(MOPMAIIMOHHON CUCTEMBbI
KOHTPOJIS 3a UCIOJIb30BaHHEM WHBOpPMAIIHH;

- CpeJICTBa pearMpoBaHHs HA HApYILEHHS pexXuMa HH(POPMAIIMOHHOM 0€30MacHOCTH.

Ha TexHu4eckue cpeicTBa 3alMThl BO3JAraercs pelieHre CleaylolHX OCHOBHBIX
3azjay:

- MIEHTH(QHUKaUWs W ayTeHTHQHUKALWA TOJIb30BaTesied NMpH MOMOIM HMEH HIIH
crielMalbHbIX annapatHeix cpeacts (Advantor, Touch Memory, Smart Card u 1.11.);

- pernaMmeHTanMs M yNpaBleHHE [JOCTYNOM IIOJB30BaTeledl B IOMELUeHHUS, K
(bH3UYECKUM U JIOTHYECKHM YCTPOWCTBaM;

- 3alMTa OT MPOHMKHOBEHHUS KOMIMBIOTEPHBIX BHPYCOB W pa3pyLIHTEIbLHOIO
BO3/I€MCTBHS BPeIOHOCHBIX MPOTpamm;

- perucTpanms BceX ACHCTBHH NMONB30BaTessl B 3alUHILIEHHOM JXypHase, Haludne
HECKOJILKMX YPOBHEH perucTpaii;

- 3al[MTa JaHHBIX CHUCTEMbI 3alUThl Ha (daiiJloBOM cepBepe OT A0CTyNa
roJib3oBaresyielf, B UbM JIOJDKHOCTHbIE 00si3aHHOCTH He BXojauT pabora ¢ uHdopMaruu,
HaxoJs1IeHcs Ha HeM.

Cpedcmea udenmugpuxayuu u aymenmupuxkayu noaib3oeamencii

B nensx mnpemorBpamieHus pabotsl ¢ pecypcamu MCII[An  VYupexaenus
[IOCTOPOHHUX JHL HeobxoauMo obecrneduTh BO3MOIKHOCTh PACTIO3HABAHMSA KayJo0ro
JIeraJbHOrO TOJb30BaTeNs (MIH Ipynn noib3oBateneit). Jlna uaeHTHQUKAIAH MOTYT
MPUMEHATLCS Pa3IM4HOTO poJla YCTPOMCTBA: MAarHMTHBIE KAapTOYKH, KIKOYM, KIHOYEBbIe
BCTaBKH, JMUCKEThbI U T.II.

AyteHTudukauus (NOATBEpXKAEHUE MOIMHHOCTH) TOJB30BaTeNeil TaKkkKe MOXKET
OCYIIECTBIATHCA:

- MyTeM [IpOBEePKH HAJIHYUg Yy [oJb30BaTelled Kakux-1ubo crenuanbHbIX
YCTPOHCTB (MArHUTHBIX KapTOYEK, KJIFOUCH, KIIFOYEBBIX BCTABOK W T.J1.);

- TMyTeM MpOBEPKH 3HAHHS UMM I1apoJieid;

- IyTeM NPOBEPKH YHHKAIBbHBIX (PU3NUSCKUX XapaKTePUCTHK U NapaMeTpoOB CaMHX
MOJTb30BaTENEH TPH MOMOILH CIIELHATIbHBIX OHOMETPHYECKHX YCTPOHCTB.

Cpedemea pazzpanuyvenus 0ocmyna
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30HBI OTBETCTBEHHOCTH M 3allad¥ KOHKPETHBIX TEXHHYECKHMX CPEJCTB 3allMThi
YCTaHABJIMBAKOTCH MCXOMs M3 MX BO3MOKHOCTEH W HKCIUTyaTallMOHHBIX XapaKTepHCTHK,
OMMCAHHBIX B IOKYMEHTALIMH HA JaHHbIE CPEe/ICTBA.

Texnuueckue cpejcTBa pa3rpaHUYEHHs JOCTYNa JOMKHBI [0 BO3MOMHOCTH OBITH
COCTABHOM YaCTBIO €IMHOM CUCTEMBI KOHTPOJIS AOCTYTA:

- Ha KOHTPOJIHPYEeMYIO0 TEPPHTOPHIO;

- B OT/AE/IbHBIE IOMELIECHHUS;

- K KOMIIOHEHTaM MH(OPMALMOHHON cpe/ibl YUpeskJeHHs] U dJIeMeHTaM CHCTeMbI
zammThl [1/{H (buzudeckumii noctym);

- K HH(QOPMALMOHHBEIM pecypcaMm (JOKyMEHTaM, HOCHTEISM HMH(OPMALIKH,
(aiinam, Habopam JlaHHBIX, apXHUBaM, CIIpaBKaM H T.1.);

- K aKTHBHBIM pecypcaM (IMPUKIaHBIM porpaMmam, 3aj1a4am U T.11.);

- K OIEepallMOHHOH cUCcTeMe, CHCTEMHBIM ITPOrpaMMaM | TIPOrpaMMaM 3allHThI.

Cpedcmea obecneueHus U KOHMPOIS YeNOCMHOCIU

CpencrBa ofecriedeHHsi UEJIOCTHOCTH BK/IIOYAIOT B CBOH COCTaB CpejCTBa
pPe3epBHOIO  KONHPOBAHMA, TpOrpaMMbl  AHTHBHPYCHOM  3alllMThl, MPOrpaMMBbl
BOCCTAHOBJIEHHUS LIEJIOCTHOCTH OINepallMOHHON cpefibl U 6a3 JIaHHBIX.

Cpenctsa  KOHTpONSt — LENOCTHOCTH — MH(OPMAILMOHHBIX  PECYpCOB  CHCTEM
Mpe/iHa3sHaYeHbl [JIsi CBOEBPEMEHHOTO OOHapyXeHHsT MOAM(DHUKALMHM HJIM HCKaKEHHS
pecypcoB cHcTeMbl. OHM 03BONAIOT 00ECNEeYUTh MPABUIBHOCTh (YHKIHMOHHPOBAHHS
CHCTEMBI 3alIMThI U LEJOCTHOCTb XPAHUMOH 1 00pabaTeiBaeMoii HHGOPMALIHH.

KonTposnbs uenoctHocTH MHGOPMALMU U CPEJACTB 3allMThI, C LEIb0 obecrneyeHus
HEU3MEHHOCTH WH(MOPMAILHOHHOH Cpejibl, OTpeieIIeMOoil MpeyCMOTPEHHON TEXHOJIOTHEI
006paboTkH, M 3allMThl OT HECAHKIMOHMpOBaHHOW Momubukauuu [1[H mKomken
obecreyuBaThCs:

- CpeACTBAMH pasrpaHHYeHHsi JocTyna (B TOMEIIeHHs, K JIOKyMeHTaM, K
HOCHUTENSIM HHOPMAIIHH, K CepBepaM, JIOTHYECKHM YCTPOHCTBAM M T.I1.);

- CpeACTBaMHM 3eKTPOHHOH MOANHCH;

- CPeACTBAMH MOACYETa KOHTPOJBHBIX CYMM (M1 MCIIOJIB3YEMOro MPOrpaMMHOTO
obecrnieyeHus ).

Cpeacrpa onepaTHBHOIO0 KOHTPOJISI H PETHCTPAIHH cOOLITHI Ge30nacHoCTH

CpencrBa OOBEKTHBHOIO KOHTpPONIS JIOJUKHBL obecrednBaTh oOHapykeHHE H
perucTpaumio Bcex cobbituii (neficTBuil nonp3oparenei, nonsitok HCJI u 1.11.), KOTOpBIE
MOTYT TOBJIeYb 3a co0oii HapylieHHe Oe30MacHOCTH W TPHBECTH K BO3HHMKHOBEHHIO
KPU3UCHBIX CHUTyauMid. AHanu3 coOpaHHOH cpeiCTBAMM perMcTpaldd HMHOOpMALUH
MO3BOJISET BBIABUTH (DaKThl COBEPLIEHHS HApPYILIEHHI, HX XapakTep, MojAcKa3aTh METO/I ero
pacciiefloBaHHsl ¥ CrocoObl MOMCKAa HAapyLIMTeNs W ucrpasieHus cutyanuu. CpejacrTsa
KOHTPOJISI B PETHCTPALIMHU JAOKHBI IPEJOCTABIATE BO3MOKHOCTH:

- BEJIEHHS W aHAJIM3a KYPHAIOB perucTpaluu cobbITHH De30macHOCTH (CHCTEMHBIX
KYPHATOB);

- [OJlydeHHs TBEpAOW KomuM (TmedarH) sKypHala peructpaiuv  coObITHIA
0e3011acHOCTH;

- YNOpSAAOYeHHA KYypHAlIOB, a TAKKE YCTAHOBIEHWSA OrPAHWYEHHH HA CPOK MX
XpaHEHHS;



16

- OIEepaTHBHOI'O ONOBEIICHHs OTBETCTBEHHOIO 3a opraHusauuio obpaborku I1/IH o
HapyIleHHsX.

Ilpu peructpanum coObITHI Ge30MacHOCTH B JKypHalEe [JO/DKHA (MKCHPOBAThCS
creyrorasl HHGopmarius:

- JaTa ¥ BpeMmsi COOBbITHS;

- HIEHTH(HKATOp CyOBEKTA, OCYLIECTBIAIONIEr0 PErHCTPHPYEMOE AeHCTBHE;

- nmeiicTBHe (THI JOCTYyIa).

6.13. Konrpoub 3¢peKTHBHOCTH CHCTEMBI 3AIIHThI

Koutpone  sdpdextuBroctn  3ammrel  [IJIH  ocymecTBisercs ¢ LENbIO
CBOCBPEMEHHOr0  BbIABIEHHS M Impenorspawienuss  yreuku [IJ[H  3a  cuer
HECAHKIIHOHHPOBAHHOIO JIOCTYNA, a TAKKe MpPeyNpex/IeHHs BO3MOKHEIX CIElHalbHbIX
BO3JAEHCTBUM, HalNpaBieHHbIX Ha yHuuTo:keHwe [1JIn, paspywenwe cpezcTts
uHpopmaruzauuu. KoHTpoib MOMNKET NPOBOAMTHCH IIPHBJIEKAEMBIMH IS JTOH LeJH
OpraHH3alMsIMy, HMEIOIIMMH JHIIEH3HIO Ha 3TOT BUJI €A TEILHOCTH.

Ouenka sddexTuBHOCTH Mep 3aummuTbl [1[JH TPOBOAMTCA C HCIONBL30BAaHHEM
TEXHHYECKHX M [POrpaMMHBIX CPEJACTB KOHTPOJA Ha MpeIAMET COOTBETCTBHS
YCTaHOBJICHHBIM TpeOOBaHHAM.



